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U.S. Bioenergy Management 
Company Improves Its OT Security 

and Asset Visibility 

KB BioEnergy is a biosolids management company that 

provides expertise in creating usable products from 

biosolids. Their leading state-of-the-art technology 

offers sustainable value-added solutions for municipal 

wastewater treatment plants and biomass producers 

throughout the Midwestern United States.

THE CHALLENGE:
KB BioEnergy had limited visibility into their 

OT assets, vulnerabilities and OT security 

threats. They needed a scalable OT security 

solution that would limit potential security 

threats in their OT environment and provide 

them a better picture of the traffic flow into 

their OT networks. Additionally, KB BioEnergy 

needed to improve the detection & response 

capabilities of their OT environments after a 

third-party review concluded that it was an area 

of weakness that needed to be addressed.

THE OUTCOME:
Increased real-time visibility into KB 

BioEnergy’s OT environments, detailed asset 

visibility and continuous threat detection. Their 

security team now has a better understanding 

of the traffic flow in their OT environments 

and is alerted if there is any unwelcoming 

traffic in their OT network. Additionally, KB 

BioEnergy continuously monitors all remote 

network activities with real-time threat 

detection capabilities which ensures improved 

operational productivity. 
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After being attacked twice by cyber criminals, KB BioEnergy’s security team understood they needed to 

have better detection and response capabilities in their OT environments. They conducted a third-party 

audit of all their IT and OT networks and the results showed that their OT environments were an area of 

weakness that needed to be addressed. 

Additionally, KB BioEnergy needed to improve their visibility into the different traffic flows in their OT 

networks, especially remote connections. This would help their security team understand if there are any 

anomalies or malicious activities in their networks.

The glaring results of the review and the increased awareness of OT security threats led KB BioEnergy’s 

security team to adopt a new approach of how to manage and secure different cyber security risks and 

threats within their OT environments. 

In response to this (new) approach of improving the security of their OT environments, KB BioEnergy’s 

security team proactively searched to implement an OT security solution within their production 

environments. They needed a standalone OT security solution that provides them with the required 

visibility and security of their OT equipment and network traffic volume without affecting their 

operational network’s performance.

“We needed to increase our security in our OT environments while also 
getting a better understanding of the traffic flow into our OT networks. Since 
implementing SCADAfence, we now understand and see what is occurring in 
our OT networks.” 

Randy Campbell, Automation Engineer, KB BioEnergy   

One of KB Bioenergy's waste-to-energy facilities

EVALUATING KB BIOENERGY’S OT SECURITY CHALLENGES



SCADAfence is the global technology leader in OT & IoT cyber security. SCADAfence offers a full suite of industrial 

cybersecurity products that provides full coverage of large-scale networks, offering best-in-class network 

monitoring, asset discovery, governance, remote access and IoT device security. A Gartner “Cool Vendor” in 

2020, SCADAfence delivers proactive security and visibility to some of the world's most complex OT networks, 

including the largest manufacturing facility in Europe. SCADAfence enables organizations in critical infrastructure, 

manufacturing and building management industries to operate securely, reliably and efficiently. To learn more, 

visit our website, check out our blog, or follow us on LinkedIn.

About SCADAfence 

See it liveGET STARTED TODAY
See how KB BioEnergy uses SCADAfence to achieve these results

“SCADAfence’s detailed security alerting has allowed my team to quickly 
detect and mitigate any vulnerabilities or malicious activity all across our 
OT environments.”

Annette Berger, Vice President of Operations, KB BioEnergy

FINDING THE RIGHT SOLUTION
After examining a variety of solutions, KB BioEnegry determined that the SCADAfence Platform is the best 

solution for their OT security needs. The SCADAfence platform provides KB BioEnergy with continuous 

detection & response of their OT environments, a deep understanding of OT protocols, real-time security 

alerting and a user-friendly interface which their security team was seeking.

Once the SCADAfence Platform was deployed into the KB BioEnergy production environments, they 

immediately gained complete visibility into their entire OT asset inventory with insights into each 

device. The results were digitalizing their entire asset inventory and reducing their risk from attacks on 

their OT networks.

Additionally, KB BioEnergy’s security team is using interactive network maps provided by the SCADAfence 

platform which allows KB BioEnergy’s security team to get a better understanding of the traffic flows within 

their OT network and equipment. 

Following the initial baseline period, KB BioEnergy’s security teams are able to constantly monitor the 

network and measure their security level improvements. Their security team set up security alerts for cyber 

events and other anomalies in the platform, and within minutes they were alerted of different vulnerabilities 

or unusual activity within their OT networks.

By integrating SCADAfence’s leading OT security platform, KB BioEnenrgy is securing their OT environments 

and ensuring the safety of the residents of Akron, Ohio.

https://www.scadafence.com
https://blog.scadafence.com
https://www.linkedin.com/company/scadafence/
https://l.scadafence.com/demo
https://www.scadafence.com/platform/

